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Wireshark(Ethereal)

» Wireshark is previously known as Ethereal. It
switched name in May 2006 due to trademark
Issues .

» Step 1.

- Download and install wireshark from
website(sourceforge)

o http://www.wireshark.org/download.html
- Choose “Stable Release 1.0.6”




STEP BY STEP

» Step 2.
- Start Wireshark, select menu Capture->QOptions

"4l The Wireshark Network Analyzer

Fil: Edit View GCo Analyze  Statistics  Help

% m @ - C 7 Wi.tesha;'k: Captu.t;z Option; 77777 C1* |Z||E|E|

. - Capture
Filter: B Start : — : S
- Interface: 4 dapter for genernic dialup and VPN captore: \Device\WEF GenencDialupAdapter |E]
% TP address: wknown

% I:I Buffer size: l:l: megabyte(s)

ﬁ ':B.II Filters Capture packets in promizeuous mode

[] Limit each packet to I:I bortes
Capture Filter: | |[Z]

Captare File(s) Display Optians
File: | | [Brovse..] Update list of packsts in real tine

[ Use multiple files
Automatic scrolling in live captors

| | Hide captore info dialog

Hame Resolution

Stop Caphire Enable MAC name rezolution

[ ... after I:l [] Euslile setwronk swaue sesululion
7 ... after

@) . s | | Enable transport name resolution

(o [ o




TEP BY STEP

» Step 3.

- Choose your network interface.

4! Wireshark: Capinre Options

Capture

Inmterface:

Futel(R) FROV00 VE Network Connection (Microsoft's Packet Scheduler) : \DevicetWPF_{ | = |

[] Limit ear

TP addxess: 1| Adapter for generic dislup and WPH captore: \Device\WPF_GenericDualupidapter
Vidweare Virtoal Ethemet Adapter: \Device®PF_{SEECTE70-DAEG-4976-8768-4C0DI015A A

Intel®) PROM00 ¥E Network Connection (Microsoft's Pac
Captore BIvyrare Virtual Ethernet Adapter: \Device'NPF_{9DCE100C-07CC-43ED-AD00-130201919

Scheduler) : \Device\WNFF_{BAT

VN

| »

Captore Filter: |

=

Capture File(s)

File: |

| [Elrows:e...]

[] Uz multiple files

Stop Capture .

Do 1
[] .. after

[ ... after | |

Diisplay Options

Update list of packets i real time
Automatic scrolling in live caphore
Hide caphore info dialog

Name Resolution

Ensble MAC name resolution
[] Enable network name resolution

Ensble transport name resolution

| st H Caneel

TA’s Interface

Choose your
own here



STEP BY STEP

» Step 4.
- Seletct Capture Filter (more on this later)

__' | Wireshark: Capiure Ophions

Captore
Interface: |IntellfR]| FEO{100 VE Hetwork Comnection (hicrosoft's Packet &
P address: 19216849220

Link-lazyer header type: BEuffer size: : meg

Capture packets in promizenons mode

7 Limit each packet to byvtes

Caphire Filter: |1J:p poit hitp

Capture File(s) Dizple
Fils: | | (B, 1
[ Use multiple files

Wext file every [1 | | megabatels)

e




STEP BY STEI

» Step 5.
> Click start, and use your computer as usual

74 Intel(R) PRO/100  YE Network Connection (Mictosoft’s Packet Scheduler) - Capturing - Wireshark
Fle Edit View Go Coptue Anslme Sitisties Help

Swsew 0B xva Beseore EEQcacn #0Ex @

= p—— After some network use

No. . Time Source Destination Frotocol Info
(lasitied) - Wismchark [T
Fle Ebd Yow O Coplen  Asbee
Eedaw T DE N a|y B
Faee [ = Eqmess  Cha Aply
X Tew il Dwrmtns sl It
140,112, 78,235 NEKE  Name GUBry WO LEOCHANGOO:
295,255,255, 258 uoe SOUFCE POFT! Destination port: 1004
102,168,535, 238 NBkE Mame guery HO UDN. COM<O0>
192(188710,355 BhowseR  Browser Election Request
102,168,10, 255 NONE  RegistrArion NB <Ol><00s_ MSBRCWSE 2201 >
Sroadcast anp Wha has 140.112.29.2307 Tell 140.112.29.25¢
140,117 30,118 240,112, 30. 233 NOKS  Nase gquery NI BT2,CC<00>
140,112, 90,114 140,112, 9. 255 BROWSER  GeT Backup LISt Request
140.117. 99,114 40.113.80, 235 NOKS  Mame guery SD WORKGROUP<lbs
Apple_94:ec:od Broadcast ARP who has 140.112.90.2557 Tell 140,
0200 roAdCAsT ARP who has 140.112.30.1967 Tell 140.
aRP who has 140,112.30,1007 Tell 140,112, 30.129
TCP htep > rblcheckd [FIN, ACK] Seqel Ack=l Wins13916 Léns0
: 0 il
T4 2,937 L3 1t 1] p > Ctohercules [FIN, ACK] Seqsl r=L1440 L
73 2,957401 192,168.48.78 72,14.203,100 T crohercules » hitp [ACK] Seqel ACk=2 Wine64399 Len=0
76 2.964493  140.112.28.135 140.112. 26. 235 NENS  Mame query N LECCHANGOG>
77 3010956  Giga-gyt_Od:3sia7 Broadcast L who has 192.168.31.657 Tell 192.168.31.173

Frame T3 (54 bytes on wire, 54 bytes captured)

Ethernet II, Src: AsustekC_92:dc (00:15:F2:92:dc A7), DST: FOrtiner_0c:54:09 (00:09:0f:0c:94:009)
Internet Protocol, Sre: 192.168.48.78 (190.168.48.78), Dst: 67.228.110.120 (67.228.110.120)
Transmission control Protocol, Src fort: rblcheckd (3768}, ost Porc: heep (803, Seq: 1, ack: 2. ven: O

Intel(R) FRO/00 VE Netwark Connection (Microsaft's Packet Scheduler) : <live capture in progress» -+ | Wo Packets

Before start capturing

0% 00 15 ¥ 0 dc af OB 00 45 00
0010 00 28 9b bY 40 0O 80 06 bb €9 c0 AB 30 de 43 &4
50 be db 0 €7 38 d1 &7 cd 30 10

o
0030 fc ec a0 4a 00 0O

B TSNS Temge-r | Pacats 77 Dusplayed. 77 Mucked: © Doy O Frtie vtk




STEP BY STEP

File Edit WView Go Caplure Analyee Stafist

4 Step 0. Filter: | fStap the mnning live capture]
- After 5 minutes, click “stop |¥..  Tim Source
. . ” 98 4.335407 Cisco_a3:40:0
the running live capture 199 4.370216  00000103.000e

- Now you’ll have A LOT OF packets, with their time,
source and dest. IP, protocol (may be in app.,
transport, or link layer), etc.

Bl E e ERETE QAT L I BB @QQf @'t

Filter: I [Etop the nmnimg live capture|

* Expresson... Clear Apply

- gy
OOnnn N

2 Nnna?fFrdke2-A NN N2 FEFEFFFFFFFFF Tewy cap meaneral Rasnnr




STEP BY STEP

» Step 7.

> You can type filter string into the "Filter:” box
- E.g. “http” can filter out all packets which are not

HTTP

packet

> You can right click on a TCP packet, and use “Follow
TCP Stream” to trace this TCP stream

Fie Edit

View Go

"4 (Ontitled) - Wireshark

Capture  Analyze  Statistics

Help

O PEx %« 8 R « % » F & |BEE

Filtex: |("|p.addr eq 192.168.49.220 and ip.addr eg 140.. ~ Expression.. Clear Apply

Ha. . Time Source Destination Protocol Info
1b 0.01s447 1ot . led. 49, 220 140,112, 6,140 HTTP GET S
18 0.016143 140.112.8.130 102.168.49.220 HTTP HTTF /1
20 0.016650 192.168.40.220 140.112.8.130 HTTP GET /c
22 0.018346 140.112.8.130 152,168 220 HTTP HTTF /1

EE TR ) Packet (ngels) 40. 1] U
25 002181 o o 102.168.40,220 HTTP HTTF,/1
27 0.0237) < Set Time Reference (tozele) 140.112.8.130 HTTP GET /c
29 0.02647 oo . 102.168.49.220 HTTP HTTF /1
31 0.0270: DDy as Fer 140.112.8.130 HTTP GET /¢
33 0.0294;  [PrepareaFiltr *|  192.168.49,220 HTTP HTTR/1
35 0.0300]  Conversation Filter 4 140.112.8.130 HTTP GET /c
37 0.0322: 102.168.49. 220 HTTP HTTP/1
38 0.0328¢ 140.112.8.130 HTTP GET /c
41 0.0352¢ 102.168.49.220 HTTP HTTF /1
42 0.0358! 140.112.8.130 HTTP GET /c
44 0.0382!  Copy 3 1592.168.49, 220 HTTP HTTR/L
45 0.1974]  Ewxport Selectsd Packet Bytes... 140.112.8.130 TCP 3275 >

3% Decode As..
| Frame 24 (48] & Print es captured)
Ethernet II, Show Packet in New Window 00:13:d4:19:24:d3), Dst: Fortinet_0c:94
Internat Pro: . 20 (152.168.49.220), Dst: 140.112.8.1350 |

® Transmission Control Protocol, Src Port: 3275 (3275), Dst Port: http (80D, S

“Follow TCP stream” shows
packets in sequence and the
way that the application layer
sees it.



STEP BY STEP

» Step 8.

- Now you can see detailed information of this TCP

stream

“4! Follow TCF Siream

Stream Content

IGET /chineseZ008/, HTTR/ 1.1

laccept: /W

lwccept-Language: zh-tw

LA-CPL: xBE6

lccept-Encoding: gzip, deflate
If-modified-since: Tue, 04 Mar 2008 02:23:38 GMT
If-Mone-match: "c3b9e-30ca-47cchzaa”

User-agent: Mozillays.0 (compatible; MSIE 7.0; windows NT 5.1; .MET CLR 1.1.4322;
InforPath.2; .MET CLR 2.0.50727)

Host @ www. ntu. edu. tw

IConnection: Keep-Alive

HTTP/1.1 304 not Modified

Date: Tue, 04 Mar 2008 059:209:52 GMT
Server: aApaches1.3.26 (Unix) PHR/4.2.1
IConnection: kKeep-aliwve

keep-alive: timeout=15, max=100

ETag: "c3h9e-30ca-47cchzaa”

IGET /chinese2008 A ndexcss.css HTTR/1.1

lhccept: W

Referer: http:/fwww.ntu. edu. tw/chinese2008/
lwccept-Language: zh-Tw

(NSl g W 4=12)

lccept-Encoding: gzip, deflate
If-mModified-since: wed, 13 Feb 2008 09:43:358 GMT
If-Mone-match: "c3b95-2298-47h2hbca”

User-agent: Mozillas4.0 (compatible; MSIE 7.0; windows NT 5.1; .MET CLR 1.1.4322;
InforPath.2; .MET CLR 2.0.50727)

HOsST @ www. NTU. edu. tw

IConnection: kKeep-aliwve

HTTP/1.1 304 not Modified
fatos Tia A4 Mar PO0R AGEI0-57 ST b

[Save As] | Entive conversation (5738 bytes)

v |@ ARCIT () EBCDIC (O HexDump (O C Awmays () Raw

[ Close | [ Filter Out This Stream

The stream content is displayed in
the same sequence as it appeared
on the network.

Traffic from A to B is marked in red,
while traffic from B to A is marked
in blue.



Reference/FAQ

» http://www.wireshark.org/
» You may see lots of packet which is marked

“incorrect TCP checksum”

> Here this DOES NOT mean that the packets are
corrupted. You can ignore this error, or see
following page to know why this happening, and
work around it.

o http://www.wireshark.org/fag.html#qg11.1




Reference/FAQ

» 2 types of filters:

- Capture filter
http://wiki.wireshark.org/CaptureFilters

- Display filter
http://wiki.wireshark.org/DisplayFilters
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